
GOVERNMBNT OF INDIA
INCOME TAX DEI'ARTMENT

OFFICE OF'THE DIRECTOR GENIIRAL OF INCOME I'AX(INV),
8"' FLooR. AAYAI(AII BHAVAN" IIASIJEEtt BAoH.

I IYDEITARAD.sOO OO4.

PFI.NO: 0.10-23,125 1 25 FAX:040-23299201

F.No.DB/DGIT(HYD)/20 1 8- I 9/ I Date: 25.01.2019

I'ENDEIT NOTICE FOIIPURCHASE OF INFRASTIIUCTUITE
FORSEITVIiR ITOOM

Sealed quotations arc invited llonr reputed agencies/firursi individLrals tbr

purchase of INFRASTRUCTURE FOR SEIIVER I{OOM Iisted in the Annexure

attached herevvith lbr use at the office of the Director General ol'

InconrcTax(lnvestigation).H),derabacl. Intcrested parties may submit quotations

scaled cnvelope to the otfice of Direotor General ol Inconre Taxln

(lnvestigation),8th Floor, AayakarBhavan, Basl.reerbagh, Hyderabad-500004 on

or bcfbre l8-02-2019.4.00 PM. The bids rvill be opened at ll.00AM on 2l-02-

20 l9 at this ot1lce. Rcpresentatives of thc intcrestecl parties may r.uake therrselves

available at that time. Details car-r be collected from thc Olfice ol the Director

Generalol lncome I'ax ( I nvestigation ).l1vd erabacl cluring olllcchoLrls.

Atldl. Dircctor of Irrcorre Tax (lnv.),
Nodal Olficel, Oio D(ilT (lnv.). H1'dcrabad
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ffi
GovERNlvi,ffil+ oF INDIA

INCOME TAX DEPARTMENT
OFFICE OF THII DIRECTOR GENERAL OI] INCOME'I'AX (INV),

8rH FLooR. AAYAKAR BHAVAN, BASHEIR BAG| t,

HYDERABAI)-500 004.
PH.\lO: 040-23425125

.)

F.No.DB/DCl'f(HYDy20 I 8- I 9/l DatE: 25.0 I .2019

TENI)EII NOI-ICE FOII PT,]RCIIASI' OF INI'IIASTRUCI'UItE FOII SIIR\TER I{OON'I

For and on behalf of The President of India, sealed tenders are invited by the

Director Ceneral of lncome Tax (lnvestigation), Flyderabad fiom Reputed

Manutiacturers/Airthorized Dealers for the supply of following INFRASTRUCTURE FOR

SBRVER ROOM for the office of the Director Ceneral of lncome

Tax( lnvesligation),HyderaLrad subject to the conditions as per AnnexLrre B. The following are

therequirementsfor which theTenders are invited.

SNo ItcmNarne Qq,
I Router. t irerva ll etc. asperspec ifi cationsattachedasAnnexureA- l

J

PCs lirr llarnrs wilh I{HEL 6[l-edora)(AnnexureA--i) I

..1 PCs for provisioning and systern administration rvith Windorvs

8.1(Annexure A-3)

(r

OS:lll I EL5cr!crvcrsion6.5softwarc -1

Db:\,11'SQLEnterprise serversoft ware perpetuall icence l

1 R.l-45Uat6Ecables.l Mtrs t5

l9" rack with KVI\{, rack optimized mousc, ke boald & Ivlonitor. (Annexurc- A-4) l

Server (AS + DB =lNSproxyservcr) (AnnexureA-2)

The quantitieslnunrbers and specifications are as per Annexure A anachcd. The enlire hardrvare

and softrvarc shall carrv a comprehcnsive onsitc wamanty of 3 years fiorn the date ot comnrissioning, The

tender must also include maintenance contract fbr 3 vears

-I'he 
tenclers should be subrnitted on or before 18.02.2019. 4.00 PM. The bids will

be opencd at II.OO AM on 21.02.2018 at the olfice of Director Cenelal of lncome 'lax

llnvestigation). 8th FIoor. Alyal,alRhavrn. Bashecrbagh- Hydcrlbad-500004. The tender

docurlcnts can be dorvnloaded fionr tlie rvebsite www.eprocure.qo!-in
www. incometaxindia.qov. in (Tab Tcnders) or www. incometaxhvderabad. orq or can be

Addl, Director of Incorre-[ax (lnv.),
Nodal Otllccr. Oio DCIT (lnr'.), Hy,derabad

collected from the office of Director Gcneral of Income Tax (lnvestigation), 8th Floor,

AayakarBhavan, Basheerbagh, Hyderabad-50000 O. (l t
M\rkr4lL

(r

FAX:040-2129920 l
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ANNhXIIRE-ll

Ternrs and cond itions:

Intercsted concerns are rcquestcd to quote the rate of the abovc items

inclusive olall relatcd expenses such as transportation cost. taxes applicable

etc.wrrrranty period and maintenance contract fbr 3 years lor the same in their
quotation.

3. If the allotted lvorl< is not completed by the successful bictder within the

prescribed time limit an amount of the 10% of the bill amount will hc

deductecl tiom the final payment to the success biclder as pcnalty.

4. The Director General of Income Tax (Investigation), Llyderabad reserves the

right to accept or reject any or all quotations witlrout assigning any reasons.

5. Notwithstanding anl,thing contained above, this contact can bc cancclled

by the department without any notice lbr violation of any terms and

condition of the contract.

6. I'he decision of tenders purchase committee shall be final with
regard to technical/tinancial bid.

7. Tender shall be submitted in two parts in the specified formats:

l. Technical Bid (Annexure B I )
2. Financial Bid (Annexure B 2)

Thc l'echnical Bicl fbrm and Irinancial bid tbrms in the prescribcd protbrma,

cornplete in irll aspects, sealed scparatcly, and kept in a scaleci cover together,

superscribed as "TENDtrR FOR SUPPLY OF PURCHASE OF
INFIIASTRUCTURI, FOR SERVBR ROOM" should be submitted to the

oltrce ol theDircctor General of Income Tax (l ni,estigation ). 8th Floor.

AayakarBhavan. Basheerbagh. I Iyderabad-500004 on or belirc
I ti.02.201 9.,1.00PM.

8. Each page of the technical bid containing specification and financial
bid shall bc signed and stamped by the bidder or its authorized

s ignatory.

n
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ANNEXTJITE-B-I

TECHNICAL I]ID DOCUMENT

1. Name of the Supplier

2. Address (with Telephone No. and Fax No.)

3. Contact person(s) r,r,ith Designation (with Mobile No. & Email lD)

4. Dctails of
beattached)

entity RegistrationiVAT Registration (copies to

5. PAN/TAN (copies to be attached)

6. How rnany years you are in business and the major brands you deal rvith

7. Please specity the brand, specifications, warranty/extended warranty and after
sales comrnitments of the items you offer (if required separate annexure to be

attached).

8. Supporting infbrmtrtion with respect to the technical data. drarvings or
booklets of product.

9. Any product manual brief, test certificates available may be enclosed.

I0. Any other point you want to mention.

DECLARATION

I hereb.v.' declare that the information furnished above is true and correct to
the best ol nry/or,rr knor.vledge. I understand that in case any deviation is lound in
the above statement at any stage, I/We will be blacklisted and will not have any
tlealing rvith the Department in t'uture.

Signalure of Authorized Signatorl' rvith date

0A



ANNIIXUIi.E-B-2

FINANCIA L I}I I) I)OC]T]N{ENT

I . Name of the Supplier

L Addrcss \\ ith contact No.

3. Authorizcd Person r'vith Designation (Contact No.)

4. Quotecl Price Total lor all items (Both in rvords and tigures) (All inclusive)

DECLAI{ATION

I hereb-v declare that the intbrmation furnished above is true and correct to
the best of m},/our knor.vledge. I undersland that in case-any deviation is found in
the above statement at any stage; I/We ivill be blacklisted and.,vill not have any',

dealing rvith the Department in firturc.

Signaturc ol' Authorized Signatory r'vith date

S. No Itcm Description
C onli gurationr'Spcc ilica
tlon Unit Price

(lnclusive
of all taxes)

a3



Specifications

A.1 Specilication fcrr Secure Service router

S.No. Specifications
I'erformance llcquirement

I Wire-speed performance equivalent to 45Mbps or higher for concun'ent
services such as Routing and Firervall, IPS, VPN,

Dncryption/Dec1'yption.
2 Active/Active and Active/Star.rdby support fol aII selvices and stateful

failovel of runtime sessions usir.rg integlated or dedicated Statefirl
Firervall. Incase if firevvall is dedicated module or chassis it should
support transparent mode to avoid the creation of additional L3
nctrvolk inbetween.

3 4x10i 100/1000 Mbps and 2xGigabit SFP (SX & LX one each) router
Ports

(At least 4 Ports should be usable in any combination)
16x10/100/1000 Mbps L3 Switched Ports at wire speed,

Hardware based encryption ald \rPN Support for 3DES, and AES 256,

VPN tunnels.
l'r Intlusion Prevention as rvell as other esscntial seculitv featules
1,, ilouting & Multicasting
(i lPvl and Il)r,6 suppolt. inc;lrrding IPr.1'IPvG tunnels
7 Static i'outir.rg, RII'v1/2, lllPng lor II)v6, OS-P|v2 and v3, .llGP4/4+

8 Policv-b:rsed lr:r.rtin g

I Intt,r"\,'L..\N lo rr ting
10. High ar,rrilabilitt': \'ltRP. r'etlunclant lorrtcl connecLions

II lllMl)vI/2/;i ltrr IPv.ti IlLDvl/2 foi'IPv6
t2. PIX,l'SNI for iPv4/v6
C LAN lreatures
13 l0/ 100/l000 Rrso-TX
t4 llillll 802.Ix polt a rrthenticat ion, N'I,\C bnscrl:ruthonticatir.,u
15 tUIill fl02.1p

16. II'DI' 802. IQ
I li l,ll,l 80!.;iad 1,,\CI)

t8. IEI,ll,l 802. l s IIS'fP
VLAN Registlation Protocols lbl dynan.ric VLANs

20

2\ .lrrnrlro Ii rr rtrcs

l).
22 qc li rl \:.;l;-)

l)oint'Lo'l)oinL [)r'otocol (PPP). ir)cluding ])l)P ovcr' lJthcInet (L'L)Poll)

24. HDI,('
Nlultilinli I'}PP (\'ILI'PP)

t,l Quality of ServiceiTraffic Mana gerncnt

4.

0
-A

I rz.

19.

l'olt rrillolirrg

WAN Iretrt,ures



26. WRt!D, DiflSelv, bandwidth guarantee/sharing, flow rnonitoring,
traffic policing

27.

S.No Spccifications
28 VLAN Classification (port and MAC based)

F Fircwall
29. Statclirl Pacliet Inspcction and fhilovcl Filervall
30. Roul,cd ol Ltanspirtent rnode rif opelation

N{ultiplc zone sr.lppolt (including Corpolate, Intcrnr:t. l)NIZ)
,\ccess ()orrtrol l,ists L\C1,)

aa NA'I, including policy-based NAT/PAT
34. I,l"rlriple I)isttibuted f)cnial of Service (DDoS) Attack Prevcntions
35. IPSr:c, L2TP, PPTP

36. IPS: ir:tegnitr:d Inline DPI b:rscd detcction and nritigatiorr of all
netrvolk thlcats and vinrses. Signntule up dat ion/d ist libut ion should
bc possible thlough centlally placed in"house n)auagement server.

c VPN
Intcglated haldrvzrre tbr encrvptiorr nnd VPN itccelclrltiorl

3U. II']Scc VPN \i,ith Stateflrl firilovcr', Group \rPN Based on RFC 6407,
GDOI

39. :}I]IiS, ..\ES, SI I,\I, SII.,\.25G

40 \ l)N C lir:nt srrppolt
Il Nlanagemcnt & Scrvice provisioning
41. N.'Ia nago nrr: nt: Tclnct, SSI{v2, SI'TP, IjAP, CHAP, SN}IPr'2, SNX,IP v3,

DH(-lP. DNS Plory, II.ADIUS, TACACS+, PIil itnctir.rns and
nranaEioment ol ke5,s and X.509 digital cerlificates.

42 N,{onitoling: Sl,slog, stat.istics. IIMON, alalm
43. Diagnostics: BERI', loopback tosting, tlace routc, 1:nckot cnpture

Itclia bility & Availability
Suppolt fol lednndant porvel strpp)y (Internal) and variablc'speed
cooling fans.

45 Hot srvappable I{odules
,) International Power Safety & I!nergy cfficiency certi6cations
46 IIL/C]SA/IEC/EN 60950. 1

47. Common Cliteria EAL3 certification (ISO/iEC 15408) for the product or
family

tl levc'l Pliolit5, Class Basecl Queuing - Per lP adrL css/snbnets, polts,
I)S(lt, and 'l'oS bit.s. \,rLA N ID, (802. lQ). VLAN Plior.itl' (.302.1p)

J

31.

t.

44.



A.2 Specification for Servcr

S

No.

l'arameter Specifications

Plocessor: Intel,O XcrjnGj plocessol E5'2670v3 or higher
r) No of

Processors

)

Nlernory 128 GB using either 4x32GB or 8xl6GB DDR4-2133
Rcgisteled DII\,IN{S (LV and LR IIIMN{S also

acceptable) Shall be expandable upto 768GB or mote.

t PCI Slots N{inimum 1 nos. of PCI-Expless Cel3 SIot shall be

available for'lirture expansion (After taking into
account all the mandatory and optional haldlvale
mentioned in this docume nt)

Intelfacc

Polt s

Hald Disk

Dlivr.:

a) Serial polt - 1;

b) Nlouse '1;
c) l(cyboard ' 1;

d) VGA Glaphics - l;
e) USB ll.0 or irbove - 4;

0 RJ45 Netrvork polts ' 4 + l(for llcmote
\lanagerlcnt) (In case -\{ouse and Ke1,bo:ird are LSIJ
based then additional USLI ports t.o br-,given. Sinril:rlly
ft-rl serial polt conve)'ted florn USB, additional [-rSB

port shall be p lovided along u,ith USB t.o Sclial
cortr crtrt -)

(i To be supplied rvith 6 x 900G8 (or highei' capacity) l2G
SAS Entcrprise HDD in RAID6.

Bays Should support minirnum S nos. of SAS Drives
I RAID

Controller
12 Gbps or higher throughput HW RAID
Controller supporting RAID 0/U1+0/5/6 with
minimum I GB of I|lash-backed write cache.

I I.'C] HBA 2 x Sir.rgle Polt Qlogic EGbps FC }lost Bus Adapter

t0. Optical Drive
(ir.rternal)

DVD'RW Dr:ivc(or DVD/CD Compatible Blu-Ray Disc

Drive)
ll Gr:aphics

Clontloller

Integrated on'boald graphics rvith support for 16

Million color: r'esolution of 1280 x 1024

(iigabit
Ethelnet
por'ts

4 nos ol Gigabit Ilthelnet ports full duplex. The
network ports should also provide thc follorving
functionalities for all supported OS:

. Ethernet Bonding, Failover and load balancing,

' Wake on LAN,
' Pre'Boot Execution Environment (PXE),

' M.,ltipl" VLAN tagging,

I

12.

A
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Auto'ne gotiation for 10/100/1000 NIbps

Redundant

Power'

Supplies

Redundant Hot Plug Powel Supplies (230 \,-AC).

The pou'er supplies shall be either 80 Plus
platinum certified or better

l{. Redundant
cooling Fans

Redundant Hot Plug fans

l; I'olm Factor Rack mountable with rack mount kit and
rails(pleferably
2U or less)

r6. OS Suppolt The quoted server should support the folloll'ing
Operating Systems:

d RHEL 6 and above i
b) \Mware vSpherertrr 5.0 and above

17 Backr.rp drivc LTO'6 tape dlive (plef'erably intemal) with six media
and one cleaning cartridge

* in case exteutitl tapc drive is quoted additional
controllet and rack nounting acce.ssories .qhall be
provided

l8 Remote

I\tlanageab ility
a) It shall be possible to managc the servel hardware

and software componerrts remotely.
b) 'I'he servel haldwarc shall be manageablc even

when it is shutdown or crashed.

c) It shall be possible to powel on/off and boot the
system remotely;

d) It shall have the follorving features:

real time power readingi

POST and failure sequence leplayi Event logi
Blowser and CLI suppolu Secure Socket La1'eli

Secule Shell

19 Selvcr'

A4anagement

OEN{ softrvare for rnilnagement of Servers rlust be

included as standard.

It should integrate with any SNI\IP based industly
standard Netwoi'k Management Softrvare. (The SNMP
Ir{IBs fol all the hardrvare and software componcnts

I

t



shall be provided in a D\rD media),

Should provide Fault management and automatic
event handling thlough e'mail, SIVIS. Should provide
Role based secured rernote management using Secule
Sockets Layer (SSL) and Secure Shell (SSFI) to encri,pt
management communications.

Should provide Pre-failure rvalning for- CPU,

lVlemory, and HDD. Should have local LED/LCD
based diagnostic pancl for easy'fault identification.

z0 \Vallanty The entire hardware and software shall carry a

comprehensive onsite warlanty of 3 years from the
date of commissioning

l



A.ll Specification Ibr l)csktop

S. No. Parameter Details

l CPU/Specd 4th Genei'ation Intel@ ColerM 17'4770R processor or
higher' (6 NIB or higher Cache, 3.9 GHz)

2 ltA\,1 2 x 4 GB DDR3, 1600 Mhz DDR3 llAM upgradable to
16 GB ol mole(in casc of higher genelation CPU
cornpatible memory shall be quoted)

3 Stoltrge 2 x 500 GB 7200 rpm SATA II HDD or Iater
DVD-RW Drive

.l Video
Controller

I ntegrated

NIon itor' 21" TF1'Flat Panel Display LED backlit ( Full HII )

liev boa ld NIu Itimed ia/l ntclnet Iicyboald

Arulio Integrated, Extclnal Stereo Speakels and noise

cancellation typc headsets

E Netrvor'h

Intelface
2 x 10/100/1000 Mbps Ethcrlret Nctwork Card, Auto
se n si ng.

I 'llus Slots One x l6 PCI Dxpress slot

l0 Po lts Nf inimurl 4 USB Ports

1I N'lou se Optical Scroll (3 button) N{ouse rvith mouse pad

t2 Porver Suppl y 220'2,t0 VAC, 50 Hz With Indian Porver cables

L)r'ivels/Accessolies Ilequiled dlivels and cables to be provided

1.1 O,S (a) Genuine Microsoft 64 bit Windows 8.1 Prolessional
rvith License and Media. (Restore OD's not acceptablc.
Requiled Driver CD's to be provided).

(b) Antivirr.rs with bhree ycars subscliption
I ;) Walranty (a) 3 years Comprehensive onsite walranty support

for
Hardware from the date of I nstallation/Acceptance

(b) Vendor should provide OEM warranty card
mandatorily

(c) The equipment shall be supported for atleast 5

years from the date of acceptance

1G Posl Sales Suppolt Principal/Supplier should have a full fledged service
center in
Delhi, Mumbai, Bangalore, Flyderabad and Cher:nai and
I(ochi

6

()

I
0



ti lnstrrllatiot.t llnstallation/Creation of Partition, OS Installation and

lenabling Restore option onsite

18

Cables, connectors
and accessolies

All the necessary cables, connectors and accessories if
any to be provided.

i

0#



A.4 Spccilication lbr 19" Rack

sl. Spccifrcations

I DIl,{trNSIONS: 42U 800mrn (UI) X I000mm (D)

C)olor' : Porvder coatcd Black

At least tno (2) real veltically mounted PDUs rvith a total of 24 nos. o1'6AJ16A,

230V sockets. 'lhe ir.rputs to the PDUs shall be provided using NEI\{A connectors.
Two sets of single phase 32A NEMA connectors (each set inclusive of both male and
I'emale pai'ts) along with 2 nos. of 32A MCBs and mounting boxes' shall be

plovidcd. 15 meter long FRLS power cables with each wire having 4 mrn! cross

sectional arcu shall be plovided fol input to each PDU. The electrical cabling from

the UPS output point available at the site to the NEN,IA connectol IJOX near tl.re
lack shall have to be carlied out by the bidder trsing 4 mrn, FRLS cable and
appropliate cap'on'casing or conduit depending or.r the site suitability. All cables,

sockets and cilcuit breakers shall be ISI/UL certified
l Top mounted Fan 'l'ray r.vith 4 fans ( should not consulne mounting slots (otrt of 42

U) or sockets in the ['DU)
l 2 Iixed tlal'
6 I sliding 2U dlnwei'

Wheels with locks
I I U sliding rack optimized Keyboard, mouse, monitor with KVM to connect 6

selvers and the nctworking equipment
I Glounding Iiits
l0 Perforated mctal fror,t door (single) and back doors (double) with door knobs at the

outside ofthe doors and both should have unique lock and key arrangcment.
'fhere shall he two LED lamps inside the rack, one at the front side and one at
the back side which shall turn-on only ll'hen the front door and thc back doors are

oper.red. 'I'he pu1'pose is to pi'ovide visibility to thc front and back sides of the

eqtrip nlent inside the rack.

Ilcirl vclticrIerrble rll rra g,.r's

\4 elallic side pancls
ll Plovision for air' floiv
14, llounting Hil rdware
l: 100 nos. of nuts and bolts
t6 :\ Packet consisting of 100 nos of reusablc Velcro tie lvraps
t1 RJ-45 Cat 6E patch cords, factory crimped with boot for protection, UL/ETL

Certilied , length, length: 3 Meters

ll.
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